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DETAILED ACTION 

1 . This action is in response to the communication filed on June 19, 2007. Claims 
1 -8 were originally pending consideration. Per the preliminary amendment, claims 1 -8 
are amended and claim 9 has been added. 

2. Claims 1-9 are currently pending consideration. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claims 1-9 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

4. Claims 1 , 2, and 4, state in their first limitations, "if the signal received on the 
local data interface is not valid." It is unclear what a signal being not valid means in the 
scope of the claim. It is not clearly what makes a signal invalid as opposed to valid and 
this renders the claim indefinite. 

5. Claims 1 , 2, and 4 also state that "when the integrity is OK" and when "integrity is 
KO." It is not clear what "OK" and "KO" mean in this context. The Examiner assumed 
that "OK" means that the auto test being "OK" means that it passes without any errors. 
However, it is unclear what "KO" means in the context of the claims, rendering the claim 
indefinite. 
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6. Claim 1 recites the limitation "the signal" in the first limitation. There is 
insufficient antecedent basis for this limitation in the claim. 

7. Claim 4 recites the limitation "the signal" in the first limitation. There is 
insufficient antecedent basis for this limitation in the claim. 

8. Claim 4 recites the limitation "the fuse" in two of the final 4 limitations. There is 
insufficient antecedent basis for this limitation in the claim. 

9. Claim 6 recites the limitation "the signal" in the first limitation. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

10. Claims 1-9 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Sormunen et al. (U.S. Patent Pub. No. US 2003/0014663). 

Regarding claim 1, Sormunen discloses: 

A method to detect and/or to avoid the modification of software embedded in a 
programmable memory within a system comprising a hard kernel containing hardware 
security functions suitable for verifying the integrity of a soft kernel comprising a 
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programmable memory, the system comprising a local data interface, comprising the 
following steps: 

placing the system in a disabled state if the signal received on the local data 
interface is not valid (paragraphs 0032, 0036-0040); 

instigating a secure startup procedure, with execution of the control functions if 
the signal received on the local data interface is a disconnection signal, or there is no 
signal (paragraphs 0032, 0036-0040); 

auto testing of the hard kernel wherein: if the auto test is OK, then test the 
integrity of the reprogrammable memory (paragraphs 0032, 0036-0040); 

if this integrity is OK, then activate the system for normal operation (paragraphs 
0032, 0036-0040); 

if this integrity is KO, then place the system in a disabled state; if the auto test is 
KO, then place the system in a disabled state (paragraphs 0032, 0036-0040); 

wherein if the received signal is a valid startup signal (paragraphs 0032, 0036- 

0040); 

if the system is in a development mode, render it enabled (paragraphs 0032, 
0036-0040); 

if the system is in an enabled utilization mode and if the signal is a test signal, 
then deactivate at least one of the essential functions of enabled operation (paragraphs 
0032, 0036-0040). 



Regarding claim 2, Sormunen discloses: 
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A method to detect and/or to avoid illicit modifications of manufacturer software 
within a GSM-type system, comprising a hard kernel and a soft kernel, a local data 
interface, comprising at least the following steps: 

placing the GSM terminal in a disabled state, if the signal received on the local 
data interface of the terminal is not valid (paragraphs 0032, 0036-0040); 

instigating a secure startup procedure, with execution of the control functions if 
the signal received on the local data interface is a disconnection signal, or there is no 
signal (paragraphs 0032, 0036-0040): 

auto testing of the hard kernel (paragraphs 0032, 0036-0040) wherein: 

if the auto test is OK, then test the integrity of the soft kernel (paragraphs 0032, 
0036-0040); 

if this integrity is OK, then activate the terminal for normal operation (paragraphs 
0032, 0036-0040); 

if the integrity is KO, then place the terminal in a disabled state (paragraphs 
0032, 0036-0040); 

if the auto test is KO, then place the GSM terminal in a disabled state 
(paragraphs 0032, 0036-0040); 

wherein if the received signal is a valid startup signal (paragraphs 0032, 0036- 

0040); 

if the fuse is not blown, render the GSM terminal enabled (paragraphs 0032, 
0036-0040); 
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if the fuse is blown, render the terminal not totally enabled by deactivating at 
least one of the enabled functions of the terminal (paragraphs 0032, 0036-0040); 

if the signal is a signal of JTAG test type, continue the test procedure, if the 
signal is a test signal, start up in nonsecure mode and continue the test procedure 
(paragraphs 0032, 0036-0040). 

Claim 3 is rejected as applied above in rejecting claim 1 . Furthermore, Sormunen 
discloses: 

The method according to claim 1 , wherein the exchange of the data between the 
hard kernel and the soft kernel is performed by using an algorithm based on the 
principle of non-replay and of nonpredictability of the transmitted data (paragraphs 
0032, 0036-0040). 

Regarding claim 4, Sormunen discloses: 

The system making it possible to detect and/or to avoid the modification of 
software embedded in a programmable memory comprising a hard kernel containing 
hardware security functions and a soft kernel comprising a programmable memory, a 
local data interface able to receive signals, characterized in that it comprises means 
suitable to: 

placing the system in a disabled state when the signal received on the local data 
interface is not valid (paragraphs 0032, 0036-0040); 
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for a disconnection signal received or an absence of signal on the local data 
interface, instigating a secure startup procedure (paragraphs 0032, 0036-0040), with 
execution of control functions: 

auto testing of the hard kernel wherein: 

if the auto test is OK, then test the integrity of the programmable memory 
(paragraphs 0032, 0036-0040); 

if this integrity is OK, then activate the system for normal operation (paragraphs 
0032, 0036-0040); 

if this integrity is KO, then Place the system in a disabled state (paragraphs 
0032, 0036-0040); 

if the auto test is KO, then place the system in a disabled state (paragraphs 
0032, 0036-0040); 

for a received signal is a valid startup signal (paragraphs 0032, 0036-0040); 
if the system is in a development mode render it enabled (paragraphs 0032, 
0036-0040); 

if the system is in an enabled utilization mode, and if the signal is a test signal 
then deactivate at least one of the essential functions of enabled operation on startup 
(paragraphs 0032, 0036-0040). 



Claim 5 is rejected as applied above in rejecting claim 4. Furthermore, Sormunen 
discloses: 



Application/Control Number: 10/583,356 Page 8 

Art Unit: 2431 

The system according to claim 4, characterized in that it comprises means of 
securing the data exchanges between the hard kernel and the soft kernel (paragraphs 
0032, 0036-0040). 

Claim 6 is rejected as applied above in rejecting claim 4. Furthermore, Sormunen 
discloses: 

The system according to claim 4, characterized in that the system is a GSM 
terminal (paragraphs 0032, 0036-0040). 

Claim 7 is rejected as applied above in rejecting claim 4. Furthermore, Sormunen 
discloses: 

The system according to claim 4, characterized in that the system is a micro- 
computer (paragraphs 0032, 0036-0040). 

Claim 8 is rejected as applied above in rejecting claim 4. Furthermore, Sormunen 
discloses: 

The system according to claim 4, characterized in that the system is an MP3-type 
reader containing a reprogrammable memory (paragraphs 0032, 0036-0040). 

Claim 9 is rejected as applied above in rejecting claim 2. Furthermore, Sormunen 
discloses: 
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The method according to claim 2, wherein the exchange of the data between the 
hard kernel and the soft kernel is performed by using an algorithm based on the 
principle of non-replay and of nonpredictability of the transmitted data (paragraphs 
0032, 0036-0040). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KAVEH ABRISHAMKAR whose telephone number is 
(571 )272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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